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e sccess bo specific foldars in your Web site, For sicaamgle, you might create roles
such as “manegers,” “same,” ar ‘mambers,” sech with different access to specific

Tolders.

e T P B

Parw rola rames: |Masiane w
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L ¥ ful il =
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Access Rules
Create access rules
Q Manage access rules
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LA, TA ARGMYIMEES LA, BF bo Sors £embinatian of thasa, Aules spaly to
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Salact a directocy Tor this  Rule apples to: Parmssion:
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# Y LogmTest [Vt =] T~ Allow
) app_Ceata
] Doewvnibmads e
| F Dany
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:‘ aue sl wWioh Apphie alioh Adiasstraties - Morgealt Iatemnel Biplorm:
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A.S‘F Wab Sits Administration Tosl

Yioun Sar pptionaly Bod &ccess mdas to sontrol Acceas o the wheks Wab g
ar ko ndividyal fokdars, PuleE can apply W specific Users and molas, (o o
LA, TA ARGMYIMEES LA, BF bo Sors £embinatian of thasa, Aules spaly to

subfolders,
Salact a directocy Tor this  Rule apples to: Parmssion:
mﬂ; il & Al
= [ LogeTest ol o peiiins = =1
2y wpp_eata I =
2] Dewribecsds © wmw
I © Dany
Exarch for yegrs
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:‘ aue sl wWioh Apphie alioh Adiasstraties - Morgealt Iatemnel Biplorm:
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LEw this page t0 managy aocess ndes or vpgr 'Wab site. Pules are applivd i order. The firgt nie
that matches apples, and the penression in gach nde ovewides the pemrissions in 2l fallowing

rules. e the Move Up and Move Down butiong to chanps the order of the salectad rula,
Aulgs thal appear dmed & inbentad from the paent ard cannet be changed at thi vl
Aainiege Aoy Fifds
=) LagmTest Prrmsso  Lsers i SRl Ve llm,
1 App_Dets e Ciaw)
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j-rl et Ywbich Bt e Admdisebration - Picrssall Sdesned Saplissee
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ASP Wab Siza Adeninistration Toal T )

g thik page io configure your application with values that gyou do not want (o had-code nto your

RS, wnaEhliF your applcatan to sand @-mal, configere dabegong, set w3 defalt emor page, and
Flop or start vour applicatan,

Exinting applicatsn setbings. applicaten i Cmiins
a I.H.II:I.EI

Islnappicatan giilng
R Smaialion sgtlngs

Crebusgping nred Tracing

] htn ool 371 b btk R ..:I
AU oY Yl ol od hasia B
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Application Settings

Existing application settings: 1
Create application settings
fManage application settings
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k@ this page io speci iy spplcatmn-specific’ values that you do not
want to hard-code Mo your pages. Values are stomd as name-rals
FllE.

Ay cation Setiing

Hame |

Vabag |

i

] e T 1T Siacd nkenet .|l|

AppSettings Juaiy) M s 5 W!conflg Gila i g b sl s sl ol sl 33 dea)
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Cresgte Application St lings

You have ereated the application sstting
Tasr®,
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2 ASP.Net Web Application Administration - Microsoft Internet Explorer i __I QI ’XE

Fle Edt Visw Favorites 1@015«’ Help | b4
@:&aﬂ«iizr e T IE] @ f;j | pEE@"ﬁh ﬂf]‘fﬁ?ﬁﬂ!ﬁ% @| @* Il_;u = D 2
ﬂddﬁEES FE http:,l'g'!u:ucalljps_t:_lSl1!l'asp.!'|e_twe|:|adr_ni!1I_:_iIes,l'appCu:uj_F.ig_,l'Mangq&.ﬁ.ppﬁel_:tings.aspx _ﬂ . —1 Go

o B
ASP Web Site Administration Tool Hon do Tuse this o (2)

s

Appli

cation Praovider

Ise this page to edit, override, or delete application settings
that you do not want to hard-code into your pages. Settings
can be local to your application or can be inherited from a
default site-wide or computer-wide configuration. If a setting
is inherited, you can override it to specify a new value for
vour application.

Source Mame Value

Local Test 0 Edit Delete

Existing application settings: 1

Create new application setting

-
[T T T T NJiocal intranet y
‘M\\haugds,ﬁumutmwsusssmt
SMTP Settings
configure SMTP e-mail settings
A &l add clalasi ) 5 36 sl
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J ASF el Wels Biroli abien Adweniety ko = MCrosolt Tnlsrmet Bl

Oet-0-1x 3 |, s Jromem @3- 05 O 3

e e S gyt

Use thes page to manages SMTPR seitings, which determing how your Wab
applcateon serds g=mad, If pour e=-mail server requires you to log on before you
can send an a-mad message, specify the type of authenbicatson that the server
requirgs, and if necersary, the user name and password to uae

fote: For more information on authenticeton with your &-maill secyver, contect
your network ademnistrator.

Configure SMTE Sellings

Server Hame: [maslwcdarsh, com

Server Fort: |25

Froam: rasas t1shde coirm

Authentication:
™ Hons

W Basic
Choass this opthan f polil e=mall serer
requiras you to explicitly pass & user name
and passward when sending an a-mall
mEssaga;

Sender's user name: |abered essanm

Sendar's priiwond: |sessssssssss

™ HTLM [Windows authenkication)
Choose this opleon i wour e-mail =erver s on
8 local wrem network B vou cormBct o it
usEng wandow's credentials,

.Bl:ll}l

Hﬂmrm.w!ilﬂm.mnmﬂm.mq =l Eﬂi
-

b

oo CTTTTT e

=

A A gllaal) DR (adail) JA13 daladiind iy Cigar oA g (g I 3 ) a0y JLal¥l cilalas ] A g 1an Aalh B ghdl) oda 37 JSA
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2 ASP.Net Web Application Administration - Microsoft Internet Explorer

Fle Edt Wiew Favortes Tools Help

Qe - () - (%] (2] | e o rmones £

ERE

C]

Adress [{€] httpilocalhost 1511asp netwebadminfils| appConfigfSmepsettings.sspx

BB

-
Configure SMTP Settings
SMTP settings have been saved,
Return to application 0K
configuration home e
_']E-Bnmae ]—]—]—]—]— % J Local intranet 4
bl Jada agls Al U 38 gl
Debugging and Tracin
Configure debugging and tracing
Define default error page
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vt o YEm At anen sdmnmdisions - Faresshi derest Expleer

Configure the sattags for debupging and trazing yis agpicston

¥ Enable debisjgng
= Coapture irecineg infarmathion

* [hiplag fraci®g nfommanos oo rdhadual pages

U

[espley trsce cotput far;
T Lo al migusrsts arify

F all reguesty

Bl oSt thed ot anckar far oraog st
= Dy bere

™ By Categiy

Wuiber of race requests o cachs: |5:'_EJ

Sgdpn | Wb Ergi e re-palne 1o Cat !
© Wmd et = rmmilis

F Okagt Irece sl

LoAfQaR CUREON ST SRt

) 4 . ] .
eb.config-) ae Jalaill slic sa g s plic B ¢ L s Aaduall 228 40 JS&d)
[ Trace 4sis ) dadall o2 (s Lghaada (iSas (V)

Web.config %3
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5
|

it s ¢ i o i €7

o uge the dafaull arr pagss for regeting | aspee BTG OF WOU Can Specify & Cus1om | asps pags 1oeuse
far emor meporting,

™ s the dedaull 8arnr nessade
Specihy a URL B0 use as the defaull somr page

any web page can be used &3 the defaull error page. Sefesct the desrsd page from the
site trew control bekw and click Baws.

Beed T Cosloan Errar Rae

B  LogmTuesk

1 App_Data
Deraimiboace:
Diafmlt, azpy
B him

O

N o
v#d Saal) Cpa Uadd) bl ) sgdh o Uad & gas aie ) ¢ galsd Ja 47 JS)

e L) L JGLB&‘J\;\ALAMMMHSAQAJMSUMAMFﬁS
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| ASP.Net Web Application Administration - Microsoft Internet Explorer il | ;]_g[ﬂ
Fle Edit Yiew Favortes Tools Help | aw

Qoo - () - [x] [@] W] e Sormenes &) (- L [H 7

Address @ http:,f!f!acalhps:t:_1665!|'asp.!'le_I:weI:naI:Ir_ninFliIes,l'prq\-'il:Iers!l'chao;ePrpviderManaggment.asp:'ll Go:

_ B
ASP Web Site Administration Tool How da I use this tool? @
: |

Haome ” Security I .ﬂ.ppcation ] Pruvider

1

Use this page to configure how Web site management data such as
membership 15 stored. You can use a2 single provider for all the
management data for your site or you can specify a different provider for
each feature.

U

Your application is currently configured to use the provider:
AspNetSqglProvider

Select a single provider for all site management data
Select a different provider for each feature (advanced}

@ (LT Sy
9 Omadiliaall clily saeld g Sliudal o Jaleil) Javwg g 53 panadiall 338 U g 431 Cua 133 daga Aadiall 0da 43 JSi
3 2 A5 0 A paadall 138 il ey Ua (e i) 23
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it Ao ahost 1289 e restelbasirind esiorvickerPanace ConsolkdebdProsviors o = Hﬁ

lim thin page to elect & provder For storng site mensgemendt dats

|

1% Auntascogin e Iegt

Eml |||Ew4m :-l

QH-’GD Ll L'_"] -‘*‘r'ﬁw =

Hanaoes 7] [ 50

-

fulni ) B et Josham

e e s
Provider Management

Sucoesshlly establishead 3
coreeec bion (o the detebeaw,

o |

A

s T I_I_EEﬁw'-t_:el

Tl paadall Lol gy clibl) Baclly JLai¥l ol U pds dadal) oda 45 Joall
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“} ASP.Met Web Application Administration - Microsoft Internet Explorer

Fle Edt Wiew Favorites Took  Help

Q- © - [¥] [B] (] Pswen Siermones & (3- 12 5 ) 7

Address Fﬂ http:,l'!f!uzucallju_:us_t:_1665!fasp:!'|e_twel:uadr_ninI_:_iIes,l'pru:_uvider_s!l'Me_ujaga_Eru:_uviders.asp_u_x j _Gti'

ASP  web site Administration Tool Haw do Tuse thistoctz (7)

e T I

Application || Provider

Use this page to select a provider for each feature,

Membership Provider

O Asphlet3giMembershipProvider Test

Role Provider

Il

0 AsphletSglRoleProvider Test

© aephetnsToterRlprdr

[T T T T Stocalintranet 4

18180 A Cmadiianal) 3,081 5 ) g9 (e MST Aadiial) culalas ) LA Ua 46 J&N

<customErrors defaultRedirect="~/BUG.htm" />

<compilation debug="true" />

<trace enabled="true" localOnly="false" pageOutput="true" requestLimit="50" />
<authorization>

<allow roles="adiwa G 8 22" />
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</authorization>
<roleManager enabled="true" />
<authentication mode="Forms" />
</system.web>
<system.net>
<mail Settings>

<smtp from="www.ltiIsMe.com">

<network host="mail.vc4arab.com" password=
userName="ahmed.essam" />
</smtp>
</mailSettings>

</system.net>

</configuration>

sinternet information Server - 1S3 Gish oe A 5 Gabill daed P o sLEW o g (Y

Aadf ) 31aY) oda K«u—. i

bl ¢a sl 2 Web.config <ilell ilgd K“V‘

SecurityWith2005 Properties 1N 1'5'

YWeh Site I Petfarmance: I ISAFI Filters | Home Directory I Cocuments: I
Direckory Security I HTTP Headers-l Zustom Errors I EITS Server Extension  ASPMET

ASPAET vrsin R RRRRRERRRRRRRRE

A

Yirtual path; | Securityith2005
File location; I 24 My DocumentsiBookl SamplesiChapterdsiLo
File creation date: | 4{8/2006 6:54:32 PM
File last modified: | 4/5/2006 7:50:56 PM
Edit Global Configuration,. . | Edit Configuration, . |

ok I Cancel | Spply | Help |

i lS g ASP.NET sa9 qusi 53 Badli G g £ 9 pdall Alaa aibiad plosinf 4 glae die Hgla Ci g 338U o34 47 JSal)
Edit Configuration (& Jially a8 L 85 USSay Al g £ g pdall dxfase cilalaef sa g
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152 ASP.NET Configuration Settings

Tgtunne&ien string manager

'Jfﬁs_tmm Errors I.P.uthu:a‘rlza:t'iu:un I Suthentication I .Fuppljcatﬁ::n I Skate Management I Locations I

Mame | Conneckion Parameters

focalsqiar ey data source=. |ST EXPRESS, ieqrated Securfy=S5F L AttachDf iename=,0ata. .

4 |
Add. .. Edit REmitye Feset |

~ Application settings

kKey | Yalue

Test a
Add, ., | Edits, REemtie | Reset |

Path: AHMEDESSAMMATEM) Security'With2005 | oK | Cancel | Bpiply | Help: |

ija 9 Iﬁ 5 Ala) s &l my 5 o2 General ussll 48 Jeid)
3L oda A (e ey Lie Whiaad of 9 g A 9 AppSettings
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152 ASP.NET Configuration Settings

Authorization I Suthentication I Application I State Management I Locations I

—iCustam error setkings

Zustom '\ér'_ria__r rode: IRethe nly LI

Default redirect URL; |r+1BG. hitmn

Inhetited Cuskom errors;

Status Code | Redirect LRL

4] |

Local custom errars:

Status Code | Redirect URL

4] |

add... | Etliti. | Remoye

2
|

[Path: AHMEDESSAMMATEM/SecurityWith2005s | o | concel | Aipply |

Help:

| LaS Alaiaal) Ul of o8i 48 e Al B Lads 13 g dadia Und

Ladial) gaad clilsal @l iy < 0l 138 5 Custom Errors eussll 49 Jsill
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% ASP.NET Configuration Sektings ? '|-.x]

‘General I-'jtﬁs_tmm Errors | Suthentication I Application I State Management I Locations I

—duthorization rules
Inherited autharizakion rules:

Tyvpe | Yerbs | Rales | Isers
Adon *
<] |+
Loeal autharization rulés_i
Type | Verbs | Roles | Users |
Allon T | EFUTT1 | P e
&
¥
4| | +]
add. ., Ei Refitye |
[Path: AHMEDESSAMMATEM/SecurityWith2005s | o | concel Al | Help' |

y

) Qs g ALl Lia (ha elisay ¢l gil1 5 ) 9a¥) Authorization o ss 50 JSll
Jemalt i 131 g Remove s jgalt Jidly o adla <o jf 13 g aaa g0 ALY
eb Administration tool-)
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i ASP.NET Configuration Sektings = |X|

eneral | Custom Errors | Authorization :_f-_&l_';_tl_%_lj_[}_l_';?E!E!j_:l'Appﬁu:atﬁ:un | State Management | Locations |
—authentication settings:
Authentication mode: |Furms LI

~Fotms authentication

HTTP cookis narme: | ASPRAUTH

Login URL; IIDgin.aspx

Cookie protection: I.ﬁ.ll ;I Cookie timeout: IEIIZI:SIZI:IIIIZI vI

I™ Require 551 [v Enable sliding expiration

~Membetship

Membership provider class: AsphetsgiMembershipProvider j

Manage Providers, ..

¥ Role management enabled
Role provider class: AsphletSqlRoleProvider j
Manage Providers...
[Path: AHMEDESSAMNATEM SecurityWith2005 | o | concel Eply Help

A JA fopalll £ g8 aas oy Ua g Authentication lag waill qussd 51 Jedd)
) 5 Passport SDKL caw e dhal Bl gia 0198 ol 9 &Y Passport alaiia
kies bty 5 JM\ 363«4 éeéﬂ ﬁ-’\&e s Al Tl ity Js Jiaad 5 b
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152 ASP.NET Configuration Settings

Page theme default:

—Common compilation, page and runtime settifgs

Page language default:

‘General I-'J’-:us_tmm Errars I.Authe‘r}za:t'iu:un I Authentication :

Ivl:u

Piage master default: |
[¥ Enable debugging Re.quest-egchecu!:"lun-_th'henut'l.:secuzundsj': 110
- Glabalization settings
E_Leq!.le:?st encoding: IutF-S—
Response encoding: lutf-s—
E[e-errmding; W
Culbure: {af-za R
LT culkure: |aF d
—Iﬂentit:':.f settings
I Local impersonation
ser nanme: Password:
[Path: AHMEDESSAMNATEM SecurityWith2005 | | concel Eply Help

) O‘J"C"J‘Fi 9 Claillly (alAl) gl ga g lan i bia Gy o) 138 52 JSA)
Ladal) gkl 4ad
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i ASP.NET Configuration Sektings ﬂﬁl

General I iZustom Errars I.P.uthu:a'rjza.t'lcun I Suthentication I fipplication | Skate Management | ocations

—Session state settings

Session state mode; IInF‘ru:u: LI
Zookieless mode: ILIseCu:u:ukjes LI
Session bimeout fminutes): |2E|

—otate server sethngs

Conmection sthing: Itcnip=|uu:upl:uau:k:-’r2424
fetwork Hmeout (seconds): 10
Sl Seryver setkings
Zonnection sthng: [data source=localhost;Integrated Security=S5F1
Il?_al:h'. AHMEDESSAMMAIEM) SecurityWith2005 | DK | Cancel fpply Help:

‘\uzhuumawe 5 UA g cbeadall 5yl ald cu gall 138 53 gl
ingion ¥ cilaag (e £ 6l 11 Session hijacking delal) GUial e
Ciladall (e 3 ke J<d 9 CookiesA! &3-' Lday

V) paad 5i0a mimall cililal 48 pay sall) o g8y JLEAY) 130 A Ua 9 AutoDetect
LA g System.Web HitpBrowserCapabilities 4Sall (33 08 (i pieal) ciliilsal 48 e
Audal) cliln J& 8 Query stringd)
O Cookiesdl pe G pieall (158 al 131 9 cookiesd! aladiai oy Ua g UseCookies
165 S 131 s oy Wabaad (o 5 (o pisal) cilsilsal 48 pa L UseDeviceProfile
ddad) ity JAS Jalait) Jas g (980 g (5 )
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2 asgnet_Poes

(] angpenar_ 5 hmmiiion il

o et

9 Joaa sl (Mu\
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gﬁ' DL LoginTest),
El [_}' App_Daka
- E- ||| ASPMETDB.MDF
El [ Downloads
. o 23 weh.config

|#] BUG.htm

@ ChangePassword. aspx

B Default. asp:
- =] Login: aspx

£l |_:_| Reglsteratlun aspx

L 13 wel:u EDI‘lFIg
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